Rapid7 offers a
variety of services to
help you accelerate
security improvement, including:
•

Program Assessment &
Development Services

•

Penetration Testing
Services

•

Incident Response Services

•

Security Awareness
Training

•

Product Deployment and
Managed Services

•

Product Training and
Certification

Services Brief

Rapid7
Cyber Security Services
Overview

Comprised of top professionals who understand the attacker mindset, the
Rapid7 Global Services team helps organizations accelerate security
improvement through industry-leading methodologies and risk prioritization
to reduce cyber-attack vulnerabilities.

Program Assessment & Development Services
A security program that lacks a strategic direction or has not undergone
regular review can decrease the effectiveness of security investments and
impact your ability to successfully detect and respond to security incidents.
Avoid these pitfalls with our Program Assessment & Development Services,
which provide access to a team of experts with extensive experience in
information security program assessment, development, and management.
Rapid7’s deep experience building and managing security programs also
enables us to work with organizational leaders to drive executive alignment.
• Cyber Security Maturity Assessment is an operational security evaluation

that provides you with an understanding of your current security posture
and offers tactical and strategic direction to further develop and strengthen
your security program. The assessment focuses on specific controls that
protect critical assets, infrastructure, and information and can be aligned
to a variety of security frameworks or compliance and regulatory needs.

• Security Program Development assists in the development of specific
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facets of your security program and is designed to help you understand,
manage, and monitor success. Rapid7 provides recommendations on the
people, processes, and technology needed to effectively run in-house
security programs and can focus on specific needs such as vulnerability
management, security policy, security metrics, and more. You’ll receive
relevant, actionable, and sustainable advice that aligns with your needs and
drives measurable improvement.

Penetration Testing Services
Having one of our offensive security experts conduct a penetration test is a
valuable way to test your defenses and uncover security weaknesses from
the perspective of a motivated attacker. Penetration tests can also help meet
compliance requirements such as PCI-DSS and comply with best practices,
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such as OWASP. To take this service to
the next level, Rapid7 can deliver
recommendations for defense and
strategies for eliminating persistent
security blind spots.
• Penetration Testing includes

network, mobile, application,
wireless, social engineering and
boutique engagements that demonstrate the security level of key
systems and infrastructure.

• Security Program Maturity Testing

goes beyond the limitations of
automated scanning to deliver
insight into programmatic security
issues, including identification and
guidance on root cause solutions.

Incident Response
Services
The number of cyber-attacks is
steadily climbing. Make sure you know
how to properly investigate an incident
before disaster strikes. Rapid7 offers a
way to assess current response
capabilities via a trusted third party;
we’ll compare your program to industry best practices and highlight areas
of strength and weakness with guidance on prioritization, technical
response, and communication.
Rapid7 can also assist organizations
that lack the resources (both in terms
of personnel and technology) to keep
the IR function in house. In these
cases, an external IR team can provide
the experience and expertise needed
to accelerate incident investigation
and containment.
• Incident Response Program Devel-

opment increases readiness to
efficiently respond to security incidents. Our team will deliver sustainable recommendations on people,
processes, and technology to minimize exposure in the event of a
breach. Rapid7 can simulate an

incident response scenario, as well
as create a roadmap that details
your current and future state with
actionable steps to achieve program
goals.
• Incident Response Services involve

coordination between Rapid7
Services and in-house teams. Our
experienced, industry-leading
experts can work with you for all
stages of incident response: from
analysis and detection through
containment, remediation, and
cleanup. You’ll have a single point of
contact responsible for coordinating,
communicating, and reporting on all
aspects of incident response.
Flexible retainer agreements are
available.

Save this number for
immediate assistance
during a data breach:

1-844-RAPID-IR

Security Awareness
Training
How well does your team understand
security risk? Our Security Awareness
curricula combines learning theory
and subject matter expertise to deliver
an online course that is informative
and compelling. The objective is for
employees to recognize the value of
different types of information, understand the risks to this information, and
behave proactively to protect it in their
everyday work.
• Security Awareness Training

follows a curriculum that is engaging, informative, and compelling.
Staff receive key security learnings
on malware, social engineering,
passwords, mobile devices, email,
physical security, phishing, and
security while traveling.

Product Deployment and
Managed Services
Rapid7 has skilled resources ready to
help you get the most out of your
product investments. Whether you
need deployment assistance, help
running the software, technical
support, or expert guidance on your
overall security program, we are here
to assist.
Rapid7’s Managed Services team helps
you leverage your security program
investment by handling the operational
requirements for you. Our vulnerability
management services offer regular
assessments and concise reporting,
which supports your organization’s
higher productivity and saves you time
and money.

Product Training
and Certification
Learn how to get the most out of your
powerful Rapid7 products. Our experienced trainers teach essential product
deployment, administration, and
operation skills. To make learning
even more accessible, our courses are
offered in the Rapid7 classroom,
on-site at your facility, or via webinar.
Rapid7 also offers product certifications, designed to represent a proven
level of knowledge and use of Rapid7’s
products. Certifications help our
customers ensure that employees are
best prepared to install, configure and
operate their Rapid7 solutions.
Certifications also help hiring managers identify prospective employees
that will help drive to greater productivity in a shorter amount of time.

Interested in any of our
Rapid7 services? Request
a proposal today:
Call: 866.7.RAPID7
Email: sales@rapid7.com
Visit: www.rapid7.com/services
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